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IT-ISAC FBI ا ICS-CERT

1. Whitepaper
2. Exploitation
3. Industrial Control Systems Cyber Emergency Response Team
4. Federal Bureau of Investigation
5. Information Technology-Information Sharing and Analysis Center
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IT
ICS

1. IoT: Internet of Things; IIoT: Industrial 
Internet of Things
2. HVAC: Heating, Ventilating and Air Con-
ditioning3. Security Protocol 



www.aiaciran.org

4. Administration
https://ics-cert.us-cert.gov/tips/ICS-TIP-12-
146-01B 6. Brute Force Attack
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7. Multi-factor Authentication

https://www.us-cert.gov/ncas/tips/ST04-002
9. Multi-factor Authenticationhttps://www.us-cert.gov/ncas/tips/ST05-017 

11. Data Breach
12. Verizon
13. Crimeware
14. DoS: Denial of Service
15. Kill Chain

2002__Library/Patch%20Management%20
Recommended%20Practice.pdf
17. Server



www.aiaciran.org

(IDS)
(IPS)

IPS IDS

TCP

18. IDS: Intrusion Detection System
19. IPS: Intrusion Prevention System
20. Port Scanning
21. Transmission Control Protocol

https://www.cisecurity.org/controls/mainte-
nance-monitoring-and-analysis-of-audit-logs/

ICS
ICS

ICS

23. CSIRT: Computer Security Incident  
Response Team

FactSheets/ICS-CERT_FactSheet_Cyber_
Incident_Analysis_S508C.pdf
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Schneider Electric Whitepaper Document B0852AB_A: “Cybersecurity Best Prac-
tices”

https://www.slideshare.net/BoozAllen/booz-allen-industrial-cybersecurity-threat-

Center for Internet Security (CIS) Top 20 Critical Security Controls 
https://www.cisecurity.org/cybersecurity-best-practices/  
FBI Cyber Crime 
https://www.fbi.gov/investigate/cyber 
Guide to Industrial Control Systems (ICS) Security 
https://www.nist.gov/publications/guide-industrial-control-systems-ics-security  
Industrial Control Systems Cyber Emergency Response Team 
https://ics-cert.us-cert.gov/ 
The State of Malware Detection and Prevention 
http://go.cyphort.com/Ponemon-Report-Page.html  
Virtual Private Networking: An Overview 
https://msdn.microsoft.com/en-us/library/bb742566.aspx 
WaterISAC Water Security Network 
https://www.waterisac.org 

25. Backup

https://www.cisecurity.org/controls/data-
recovery-capability/




