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1. Whitepaper
2. Exploitation
3. Industrial Control Systems Cyber Emergency Response Team

4. Federal Bureau of Investigation
5. Information Technology-Information Sharing and Analysis Center
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3. Security Protocol
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1. I1oT: Internet of Things; IloT: Industrial
Internet of Things

2. HVAC: Heating, Ventilating and Air Con-
ditioning

PG SLURPR SRR e
A lod ooliiw! T (slao Mg 3l g

( 1\

Iy a0 (=298 dmy (o yowd
L LT JelS 5l L
O T (50 3lgmd (6 jlmmosly L

It Lod O gu—xo

g J

Godid  piliie aSLE (0 SaSSaSS
5 oLal g eals AT @lgol (ganeg,5 4
OO d9e e g oy (slaog)S
LS)LQ.’[} La ML’LSA Lﬁos)f U"‘ L GAAJ)A.AAJ\)
i S b s S 9, ok Sl
dalgss o,blwe 4 1) i salbele S
O ws Dpgoinle o
ST B IS L VI T TR VY PESRR L R W
Orpend (da (Bglejle (sailele (9,0
O304 (2l oS ais ) ozl adl>

ROEERY|

QS o aSd S 0 S pdy g oS oy
e s ol sloosls g Olygos 4 g

i gaeaie

YA o)leis AY GLT/YY Jlo

\F



Olcllol 1) 9lio

w5l S (G yusbw el bl 331

P11y Swed )8 (slaojlg s .Y
OT 4 35 15 0319505 el g v
S dlof

el a8 gy doaids gWolg 05
g el 9wl gilel )
i ) 4 il Selewss

Lis cuzr |y 58 slaoly, S 5l eslin
AS ol 055 oSl 5 laaileles oo
slocles Glp b ags by | by)ls
Sl (Fglite slaojly a5 wilize 508
Ay oo Gymlo 30 g b, S3sas S
|) Lg‘aoLo—l 9 )Aol> ngl.‘.:u.w &Lm)bé‘r:).}
slael g B9y S 5 agekee B 03 S S
445 jlxeyd 09y 4 pladl cg | @Dle
w58 oo € 518 Gz gtz galesy (]
WS ol dtadiyy sl 5 g3l g, b
225 (3,) SIS A oS sl o o3)3,38
olases Jbols 4y 5 SYeb (sleesly 38 Lol oty

6. Brute Force Attack
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https://ics-cert.us-cert.gdv/tibs/ ICS-TIP-12-
146-01B
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4. Administration
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11. Data Breach
12. Verizon
13. Crimeware
14. DoS: Denial of Service
15. Kill Chain
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https://www.waterisac.org/system/files/
2002__Library/Patch%20Management%20
Recommended%20Practice.pdf
17. Server
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https://www.us-cert. gov/ncas/tlps/STOS 017
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7. Multi-factor Authentication
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https://www.us-cert. gov/ncas/tlps/STO4 -002
9. Multi-factor Authentication
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23. CSIRT: Computer Security Incident
Response Team
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https://ics-cert.us-cert.gov/sites/default/files/
FactSheets/ICS-CERT_FactSheet_Cyber_
Incident_Analysis_S508C.pdf
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18. IDS: Intrusion Detection System
19. IPS: Intrusion Prevention System
20. Port Scanning
21. Transmission Control Protocol
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https://www.cisecurity.org/controls/mainte-
nance-monitoring-and-analysis-of-audit-logs/
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25. Backup
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https://www.cisecurity.org/controls/data-
recovery-capability/
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Schneider Electric Whitepaper Document B0O852AB_A: “Cybersecurity Best Prac-
tices”

kol s el 0
Booz Allen Hamilton Industrial Cybersecurity Threat Briefing for 2016
https://www.slideshare.net/BoozAllen/booz-allen-industrial-cybersecurity-threat-
briefing
Center for Internet Security (CIS) Top 20 Critical Security Controls
https://www.cisecurity.org/cybersecurity-best-practices/
FBI Cyber Crime
https://www.fbi.gov/investigate/cyber
Guide to Industrial Control Systems (ICS) Security
https://www.nist.gov/publications/guide-industrial-control-systems-ics-security
Industrial Control Systems Cyber Emergency Response Team
https://ics-cert.us-cert.gov/
The State of Malware Detection and Prevention
http://go.cyphort.com/Ponemon-Report-Page.html
Virtual Private Networking: An Overview
https://msdn.microsoft.com/en-us/library/bb742566.aspx
WaterlSAC Water Security Network
https://www.waterisac.org

Lk e YK oled JAY LT Jlo (X0





